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Identity Theft Definition & Types 
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Identity Theft Definition 

Types of crime in which someone wrongfully 
obtains and uses another person's personal data 
in some way that involves fraud or deception, 
typically for economic gain. 

 

 Increases annually as more and more individuals 
are using online resources. 
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How Identity Theft Occurs 

Dumpster Diving 

 Intercepting Mail 

 Lost or Stolen Credit/Debit Cards 

Online Shopping 

 Shoulder Surfing 

 Social Networking Sites 

 Spam and Phishing Emails 

Viruses 
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Identity Theft Statistics 

Compiled by the Federal Trade Commission (FTC) 
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FTC Consumer Sentinel Network 
Data Book 

The Consumer Sentinel Network (CSN) contains over 8 
million complaints dating from calendar year 2008 
through calendar year 2012. 
 

The CSN received over 2 million complaints during 
calendar year 2012: 52% fraud complaints; 18% identity 
theft complaints; and 30% other types of complaints. 
 

 Identity Theft was the number one complaint category 
in the CSN for calendar year 2012.  
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Fraud Statistics 

Over one million CSN 2012 complaints were 
fraud-related. Consumers reported paying over 
$1.4 billion in those fraud complaints; the 
median paid was $535. 

57% of all fraud-related complaints reported the 
method of initial contact. Of those complaints, 
38% said email, while 34% said the telephone. 
Only 9% of those consumers reported mail as the 
initial point of contact. 

Florida is the state with the highest per capita 
rate of reported, while Virginia is ranked 7th. 
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Identity Theft Statistics 

Government documents/benefits fraud (46%) 
was the most common form of reported identity 
theft, followed by credit card fraud (13%), phone 
or utilities fraud (10%), and bank fraud (6%). 

Government documents/benefits fraud has 
increased 27% since calendar year 2010; 
employment-related fraud complaints have 
declined 6% since calendar year 2010. 

Florida is the state with the highest per capita 
rate of reported identity theft complaints, while 
Virginia ranked 24th. 
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Identity Theft Reports Increase 



        

Identity Theft Prevalence 
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 Methods of Consumer Payments 
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 Changes in Consumer Payments 
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 How Victims are Initially Contacted 
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 Changes in Contact Methods 
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Ages of Victims 
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Changes in the Ages of Victims 
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Contacting Law Enforcement 
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How Virginia Citizens are Affected 
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How Virginia Citizens are Affected 



        

Identity Theft Laws 
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Identity Theft in Virginia 

Virginia Code Section § 18.2-186.3 

A. It shall be unlawful for any person, without the authorization or 
permission of the person or persons who are the subjects of the 
identifying information, with the intent to defraud, for his own use or 
the use of a third person, to:  

  1. Obtain, record or access identifying information which is not 
available to the general public that would assist in accessing  financial 
resources, obtaining identification documents, or  obtaining benefits of 
such other person;  

  2. Obtain goods or services through the use of identifying 
 information of such other person;  

  3. Obtain identification documents in such other person's name; or  

  4. Obtain, record or access identifying information while 
 impersonating a law-enforcement officer or an official of the 
 government of the Commonwealth.  
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Identity Theft in Virginia (Cont.) 

Virginia Code Section § 18.2-186.3 

B. It shall be unlawful for any person without the authorization or permission 
of the person who is the subject of the identifying information, with the 
intent to sell or distribute the information to another to: 

  1. Fraudulently obtain, record, or access identifying information that 
is not available to the general public that would assist in accessing 
financial resources, obtaining identification documents, or obtaining 
benefits of such other person; 

  2. Obtain money, credit, loans, goods, or services through the use of 
identifying information of such other person; 

  3. Obtain identification documents in such other person's name; or 

  4. Obtain, record, or access identifying information while 
impersonating a law-enforcement officer or an official of the 
Commonwealth. 

 

23 



        

Identity Theft in Virginia (Cont.) 

Virginia Code Section § 18.2-186.3 

B1. It shall be unlawful for any person to use identification documents or 
identifying information of another person, whether that person is dead or 
alive, or of a false or fictitious person, to avoid summons, arrest, 
prosecution, or to impede a criminal investigation. 
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What is Identifying Information? 

 Identifying Information shall include but not be 
limited to:  

• (i) name;  
(ii) date of birth;  
(iii) social security number; 
(iv) driver's license number;  
(v) bank account numbers;  
(vi) credit or debit card numbers;  
(vii) personal identification numbers (PIN);  
(viii) electronic identification codes;  
(ix) automated or electronic signatures;  
(x) biometric data;  
(xi) fingerprints;  
(xii) passwords; or  
(xiii) any other numbers or information that can be used to 
access a person's financial resources, obtain identification, act 
as identification, or obtain money, credit, loans, goods, or 
services. 
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Identity Theft Penalties 

 Penalties for violating 18.2-186.3 

• Class 1 Misdemeanor 

• If over $200, Class 6 Felony 

• Any second or subsequent conviction shall be punishable as 
a Class 6 Felony 

• If 5 or more person’s identifying info stolen, then Class 5 
Felony 

• If 50 or more person’s identifying info stolen, then Class 4 
Felony 
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Identity Theft Penalties 

 Restitution for violating 18.2-186.3 

• Upon conviction, in addition to any other punishment, a 
person found guilty of this offense shall be ordered by the 
court to make restitution as the court deems appropriate to 
any person whose identifying information was appropriated 
or to the estate of such person.  

• Such restitution may include the person's or his estate's 
actual expenses associated with correcting inaccuracies or 
errors in his credit report or other identifying information. 

27 



        

Database Breaches 

• §18.2-186.6 requires companies to notify AG’s 
Office and affected Virginia consumers if 
database of personal info is breached 
 

• If over 1,000 potential victims, then companies 
must also notify credit reporting agencies 

 “Reasonably harmed” standard triggers notification 

 Without “unreasonable delay” 

 Must alert law enforcement if would impede criminal investigation 
 

• AG's office may bring an action to impose civil 
penalties per violation.  Also allows for an 
individual cause of action. 
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Virginia Computer Crimes Act 
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Overview of Computer Crimes Act 

Statutes ~ §18.2-152.1 – §18.2-152.15 

• Computer Crimes Act Definitions 

• Computer Fraud 

• SPAM 

• Computer Trespass 

• Computer Invasion of Privacy 

• Theft of Computer Services 

• Harassment by Computer 

• Using Computer to Gather ID Info (Phishing) 
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Phishing (§18.2-152.5:1) 

Using a computer to gather identifying 
information 

• A. It is unlawful for any person to use a computer to obtain, 
access, or record, through the use of material artifice, trickery 
or deception, any identifying information 

• Any person who violates this section is guilty of a Class 6 
felony.  

• B. Any person who violates this section and sells or 
distributes such information to another is guilty of a Class 5 
felony.  

• C. Any person who violates this section and uses such 
information in the commission of another crime is guilty of a 
Class 5 felony 
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Phishing Example 
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Types of Phishing Scams 

Advance Fee Scams 

• Nigerian and/or 419 Scams 

 Banking Scams 

 Email Attachments 

Help Desk or Email Account Deactivation  

 Pharmaceutical Scams 

 “Vishing” 

• VOIP (Telephone) Based 
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Handling Identity Theft 
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Protecting Yourself From ID Theft 

 Protect your social security number 

Use caution when giving out personal info (phishing) 

 Treat your trash carefully 

 Protect your postal mail 

 Check your bank statements often 

 Check your credit reports (1 free report annually) 

• Annualcreditreport.com (recommended by FTC) 

 Protect your computer (firewall, anti-virus, lock wireless 
networks) 

Use some plain common sense (i.e. too good to be true) 

35 http://www.virginia.edu/informationsecurity/idtheft/ 



        

Recognizing Signs of ID Theft 

You see withdrawals from your bank account that 
you can’t explain. 

You don’t get your bills or other mail. 

Debt collectors call you about debts that aren’t yours. 

You find unfamiliar accounts or charges on your 
credit report. 

You get notice that your information was 
compromised by a data breach at a company where 
you do business or have an account. 
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Who Should Victims Contact? 

Creditors (Card Issuers & Utilities) 

Credit Bureaus 

Federal Trade Commission (FTC) 

Local/State Law Enforcement 

Office of the Attorney General 
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Reporting Identity Theft - FTC 

Place an Initial Fraud Alert 

• Can be done by contacting one of the three major credit 
bureaus 

Order your credit reports 

• Notify credit bureaus that you’ve already submitted an initial 
fraud alert 

Report identity theft to FTC 

• Print copy of FTC report and provide this copy to the police 

• FTC report + police report  = identity theft report 

38 http://www.consumer.ftc.gov/articles/0274-immediate-steps-repair-identity-theft 



        

Reporting Identity Theft – More 

 Victims should contact all creditors immediately with 
whom their name has been used fraudulently—by 
telephone and in writing. 

 Victims should get replacement cards with new account 
numbers for their own accounts that have been used 
fraudulently. 

 Victims should request that a statement be added to their 
reports, such as: “My identification has been used to apply 
for fraudulent credit.  Contact me at (victim’s telephone 
number) to verify ALL applications.”  

 Victims should ask that old accounts be processed as 
“account closed at consumer’s request.” 
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Three Major Credit Bureaus 
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The Identity Theft Passport 

Two ways it will be generated 
 

Filing of a Police Report OR  
Expungement of Record in  
accordance with § 19.2-392.2 

 
The OAG, in accordance with 

VSP, may issue an "Identity 
Theft Passport“ stating that 
such an order has been 
submitted.  
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Sources of Information 
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VA Office of the Attorney General 

http://www.ag.virginia.gov 

 

 Internet Crime Complaint Center 

 http://www.ic3.gov 

 

Federal Trade Commission (FTC) 

http://www.ftc.gov 

 

 

 

http://www.ag.virginia.gov/
http://www.ic3.gov/
http://www.ic3.gov/
http://www.ftc.gov/


        

Contact Information 
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Address: Computer Crime Section 
  Office of the Attorney General      
  Commonwealth of Virginia 
  900 East Main Street 
  Richmond, VA 23219 

 

Email:      CyberCrimeUnit@oag.state.va.us 

Website: http://www.ag.virginia.gov 

Phone:  (804) 786-2071 

mailto:cybercrime@oag.state.va.us

